School Technology and Privacy Policies
Why they exist?

Darren says: “There are many reasons to why school technology and privacy policies exist. One big reason is the vulnerability of our youth when accessing the internet. According to the Federal Trade Commission (FTC) 92% of websites are collecting personally identifiable information (although the type of sites surveyed may have artificially increased that percentage) and of these sites almost all (98%) collected email addresses and 68% collected a name. While two-thirds of the sites that collected a name and/or email address were collecting one or more types of information and almost half were collecting three or more types of information. Despite the large number of sites collecting information, only 14% had some kind of disclosure of what they were doing with personal data (FTC.org, 2014). When looking at these statistics I cannot wonder what the other types of information that many other websites are collecting? I have heard of social media sites like Facebook collecting images that its members have posted and selling them to companies for big profit.”
“Data collection like this is taken very seriously and this has also led to the Federal Communications Commission to take charge and pass the Children’s Internet Protection (CIPA) which enforces schools and libraries to enact policies to prevent this from happening. The CIPA says:

 (a) access by minors to inappropriate matter on the Internet;

(b) the safety and security of minors when using electronic mail, chat rooms and other forms of direct electronic communications;

(c) unauthorized access, including so-called “hacking,” and other unlawful activities by minors online;

(d) unauthorized disclosure, use, and dissemination of personal information regarding minors; and

(e) measures restricting minors’ access to materials harmful to them.
This is just a starting point for school districts!”

Dan says:
 “ Schools’ technology and privacy policies exist for several reasons
· To help protect student’s private information against identity theft

· To protect students from inappropriate material that is only a button click away like materials that are obscene, profane, violent, or discrimitory in nature
· And finally to protect students personal safety

According to CIPA schools must have an internet safety policy that also has technology protection measures that focuses on 
· Blocking and filter out minors ability to access inappropriate materials and materials that might be harmful to them on the internet

· That focuses on keeping minors safe and secure when using electronic mail, chat rooms and other forms of direct electronic communications

· Helps prevent “hacking” or any other access to unauthorized materials

· Prevents the unlawful use of student’s personal information

·  Monitoring the online activities of minors
Federal Communications Commission. (2001). Children’s Internet Protection Act. Retrieved from http://www.fcc.gov/guides/childrens-internet-protection-act
According to the Protecting Children in the 21st Century Act Amendment, which is a statutory amendment to CIPA, schools most also focus on educating students about appropriate online behavior, interacting with individuals on social networking websites and in chat rooms, and about cyberbulliying awareness and response.”
Federal Communications Commission. (2012). Protecting Children in the 21st Century Act Amendment. Retrieved from http://www.fcc.gov/document/protecting-children-21st-century-act-amendment
What do they regulate?
Darren says: “These policies regulate how information is accessed, what type of information can and cannot be accessed, what the technology is being used for, and those who can gain access to equipment, software and information. To regulate how information is being accessed, many districts are upping their firewall requirements and utilizing a variety of passcodes that change within 90 days. The type of information that can be access is dependent upon who is accessing the information. In Infinite Campus, you must be considered a team member if you wish to look at student information, if you are not linked to the student you cannot access that student’s information; only someone who works directly with that student sometime during the day can have access. What the technology is being used for is contingent upon its educational value in most cases and how valuable of a resource that it is. Finally those who can gain access to equipment can be from students, teachers, parents and other member of the community who may work or volunteer in some way for the school, but these individuals must be approved by the Superintendent or Designee.”
Dan says: 

“Schools technology and privacy policies regulate how the school’s network and information systems are used, the kinds of materials that can be accessed, what is deemed as appropriate for education purposes, and the appropriate use of the school’s technology, network, and information systems.

Many districts create Acceptable Use Policies, that both parents and student have to sign, that are used to set clear expectations. Some topics that Acceptable Use Policies focus on are:
· Personal Safety

· School policies make students aware of personal safety issues, and remind students to not post personal contact information about themselves or others.
· Prevention of Illegal Activities

· Student will not attempt to “hack” into network resources or other individual’s accounts/files.

· Students will not use the district network and resources to participate or encourage illegal acts like the selling/purchase of drugs or alcohol, gang activity, or making personal threats to the well-being/safety of others.

· Security
· Making students aware that they are partly responsible for the security of their account/information, and that they should prevent from sharing passwords or other account information with anyone but staff.

· Reframing from the use of Inappropriate Language

· Students will reframe from sign profane, obscene lewd, vulgar, rude, confrontational or discriminatory language in any private/ public messages or material created for educational purposes.

· Students will reframe from harassing other individuals, or posting false accusations about them or groups.

· Accessing Inappropriate Materials

· Students are reminded to reframe from accessing any materials that promote profane, obscene, violent, or discriminatory acts, and should immediately report the access of such materials to staff.”
K-12 Blueprint. (2014). BYOD Sample Acceptable Use Policy: Allen Independent School District. Retrieved from http://www.k12blueprint.com/BYOD
How do they affect my school and work?

Darren says: “School Technology and Privacy policies affect my school and work by making it my job to staying up to date on the every growing fields of technology. In all of the classrooms in my school technology is a part of everyday life and with the push to use technology to service accommodations to the special education populations it is more important than ever to understand and enforce these guidelines not only to my students but to myself, colleagues and others who wish to access technology. And yes, although there are situations to where you can get headaches because of all the precautions taken to protect software and confidentiality these policies are put into place for a reason, and that is to protect our students and make them more successful citizens.”
“In my position as a LBD teacher I am constantly staying in touch with other teachers, parents and administrators through email, fax, text messages and voicemails. Learning these policies and procedures is of highest importance in protecting student information. By not abiding by the rules set in place through these policies you should considered yourself to not only being in violation of district policy, but you have violated the professional standards by which you agreed to abide by in becoming a teacher, thus letting down your students.”
Dan says: 
“Technology is changing every day, and schools are trying to implement this new technology into school instructional practices on a regular basis. This incorporation of new technology into regular instructional practices creates various issues, and schools implementing technology/privacy policies and acceptable use policies is one way of trying to effectively put in safeguards and security measures that protects student’s privacy. With the integration of technology into regular instructional practices schools have to take on the responsibility to protect student’s privacy and personal safety. Schools are now required by law to have policies in place that monitor student’s network use and prevent them from accessing any inappropriate or harmful materials using the school’s network or devices. Also, schools are responsible for educating students on appropriate internet use, proper digital citizenship, protecting their personal safety, and on cyberbullingy awareness and response. Finally, according to CIPA and its amendments schools that do not provide these safeguards and education for their students will not be eligible for E-rate programs, which are programs that offer communications services and products at a discounted rate  for eligible schools. 
As teachers it affects our everyday duties because we have to model, define, and monitor these expectations on a daily basis.

